Seguridad del PDA del Presidente de los U.S.A.
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Obama’s Phone Security and Yours
By Roy Furchgott
Now that the president is being allowed to keep his BlackBerry “with restrictions,” you wonder what kinds of restrictions? And what exactly are the security threats that led staffers to want to take away BlackBerry One? 
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The answers, from a former White House staffer, are instructive for anyone who wants to protect their privacy when using a smartphone.
The reason White House staff is so concerned about phone invasions is they are fairly easy to mount. Malware can be secreted on a phone through the 3G network, Bluetooth or Wi-Fi, not to mention someone snatching an unattended phone and entering something by wire or memory card.
There are basically three major threats. One is the phone would be turned into a listening device. Another is calls or messages could be intercepted and data stolen. A third is using the phone’s GPS as a tracking device. All are possible.
So how does the White House deal with the problem? “We do not permit people to take the devices in areas where sensitive conversations are held,” said Joe Hagin who as deputy chief of staff for operations in the Bush White House dealt with mobile phone security. He is now on the board of Smobile Systems, a mobile phone security firm.
White House staffers aren’t allowed to carry the phone when traveling to certain countries. “We had a security group make recommendations, based on things we shouldn’t go into,” he said. The phones not only stayed behind, they were disabled.
And at no time is any sensitive information sent by mobile (except on specially approved devices). In the case of the president everything is sensitive. “Almost any info on the president is of interest to a lot of people,” Mr. Hagin said. Even something innocuous, like a messaging, “Honey, I’ll be working late,” could give someone just a right puzzle piece to determine what the president is working on and manipulate the situation for gain.
The president’s phone is sensitive for another reason; the communications can be politically dangerous. “The political issue arises because the favorite game in Washington is gotcha,” said Mr. Hagin. To look at just one potential political landmine, imagine if an acquaintance of the president sends a controversial e-mail to a list of people and the president is cc’d on the list. Now he faces an inquiry (“Did you receive the e-mail?” and “Did you repudiate the sender”), and a distracting political battle.
Any e-mail messages from the phone become part of the official presidential record. Although the record won’t be opened until a decade or more after the president steps down, Mr. Hagin said, how might hastily thumbed messages affect the presidential legacy?
Likely steps to securing the presidential BlackBerry would include installing a personal firewall, a program to spot malware, spam and message blocking, encrypting the data on the phone, and disabling both Bluetooth and Wi-Fi. There would also probably be a program to remotely wipe out data if the phone is stolen.
All of those measures are available to consumers in phone security software suites, generally costing less than $50.
But even more important for the average Joe (or C.E.O.), said Dan Hoffman, chief technology officer of SMobile, is to use some common sense. “I’ve seen people manage their password list on a plane right in front of me. If you make your password 12345, there isn’t a lot anybody can do to protect you.” 

image1.jpeg




